Career Paper
Timothy Oliver
Professor Woodbury
Penetration Testing and the Social Sciences

	Cybersecurity has evolved over the years, and it has become necessary for security professionals to get an outside view of their networks. These views should simulate an attack on their system but maintain the safety of the company, data, and customers they represent. This is where penetration testing arises as a career.
	A penetration tester follows a predetermined plan to assess the security of a company on four different assets: application, network, hardware, and personnel (IBM). This plan sets forth rules the tester needs to follow such as what types of attacks are allowed and what methods the attacker may use to attack the company. Following this plan, the tester then attempts to break into the company and show the potential for harm to the company, its employees, or its customers.
	Penetration testers implement many social tactics in their attempts to gain access to these companies. This can be done through social engineering techniques such as phishing, baiting, or elicitation (Motru et al). Social engineering can be described as “the craft of controlling individuals to reveal delicate Information with the goal of playing out a malignant action (Motru et al).” This means the tester in this instance may use techniques to elicit information from employees such as login information to gain access to a building, a network, or a private space they otherwise should not have access to.
	As well as using social engineering attacks, there are common network attacks that leverage the ideals behind cyber offending and cyber victimization. For example, it is a common practice to reuse passwords or to create passwords that are easy to remember. Another common mistake is that networks are not setup appropriately. A study done of a collegiate penetration test found that initial access and additional authorization should be required before accessing sensitive resources, but rather the teams competing proved this to be a reliable attack vector (Meyers et al). This suggests that penetration testers can attempt to exploit these areas to gain access to systems or resources.
	Many people can become marginalized by attacks to these companies. This makes the penetration tester a vital asset to a company but also to the people the company represents. The attacker can find information related to trade secrets, financial information, or even personally identifiable information stored on the companies’ network. In this case, the penetration tester is responsible for showing these vulnerabilities to the company to prevent these attack vectors from threat actors. If the tester can use an attack, a social engineering attempt, or even physical break in to access this information or to damage the company, it then becomes the responsibility of the company to fix these attack vectors. 
	This translates to a vital role in society. It can seem odd to hire someone who’s entire career consist of simulating crimes. Would one hire someone to break into their house and steal something? Would someone willingly ask someone else to try and steal money from them? Not likely. So, it seems this career is opposed to society. Penetration testers are masters at manipulating people to achieve their goals. Why would society want them?
	These tactics raise many ethical concerns. This person is essentially breaking the law, with permission. It takes deep understanding of the process and the reasons for it. As mentioned before, the tester has a strict contract to follow with the company. This lays out all of the attacks the tester can try. If the tester wishes to push past these limitations, it is necessary to obtain permission before attempting them. The tester also has rules on what they can do should they gain access. Many companies merely need proof that damage could be caused and not actual damage. This helps prevent any ethical implications caused by such damage. 
	It is no wonder then that the federal government recommends that companies use some sort of penetration testing against attacks (IBM). While seemingly an unethical career, the strict limitations and implications of their findings create a better world for the company, the employee and the customers. The company discovers better ways to prevent loss, damage, and financial damage. The employees are trained on better methods and policies such as password security and locking workstations when they are away from the desk. And the costumer can be trained to follow similar roles. This career has become vital to protecting companies around the world from the social interactions of the world by applying the principles of social science to their work daily.
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