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Introduction
The work that cybersecurity analysts do is very important to protecting computer systems, networks and sensitive information from cyber-attacks. With the increasing use of technology in our lives each day, the need for skilled cybersecurity workers will continue to grow. Companies rely upon cybersecurity analysts to continuously monitor their systems; identify potential weaknesses or vulnerabilities within their system; and respond to cyber-attacks in “real-time.”
Cybersecurity is an extremely serious issue. A cyber-attack could potentially cause organizations financial losses; allow thieves to steal identities; and/or create a threat to national security. Therefore, it is imperative that companies have cybersecurity analysts who will maintain the security and integrity of their digital environment. In this paper we examine the job of a cybersecurity analyst through the lenses of social sciences. We discuss key terms related to the job; the impact that these jobs have on society; and some of the issues (such as marginalization) that these workers may face.

Social science principles    
Human behavior is one of the most vulnerable aspects of any cyber security system. Most hackers employ Social Engineering tactics including Phishing to obtain sensitive data by exploiting an individual's psychological vulnerabilities. Therefore, understanding how individuals psychologically fall prey to social engineered attacks is necessary to include
Behavioral Psychology/Decision Making in Cyber Security education.
Behavioral science can be used to help create better and more effective security awareness programs. The design of systems is another area where behavioral science has significant impact. For example, HCI provides professionals with methods to create both secure and usable designs for systems. The usability aspect of system design will determine if end-users comply with recommended security protocols or simply ignore them due to complexity of the system and thereby increasing potential threats.
Ethical considerations are very important when it comes to cyber security. There is always a conflict in balancing the need to protect your organization and/or its systems with respect for your customers/users' right to privacy. For professionals working in this field to clearly define what they believe is acceptable ethics and to develop policies to ensure protection for their company and/or its clients; social science research must be incorporated.
Application of Key Concepts
Risk Assessment is one of many concepts that were utilized in both Cybersecurity and Social Science classes for the position of Cyber Security Analyst. A Risk Assessment identifies all possible risks or threats to an organization and determines what potential harm they could cause to the organization. Based upon that analysis, Cyber Security Analysts will then utilize those results to identify which security methods should be prioritized by the organization based upon those results.
In addition to Risk Assessments, Cyber Security Analysts provide security awareness training to employees. The goal of security awareness training is to inform employees of the best ways to protect themselves and the company from common cyber-attacks (such as creating a good password). This concept also illustrates how employee behavior has a direct effect on whether there will be a successful cyber-attack.
Cyber Security Analysts also focus on ensuring that their organizations comply with regulatory requirements regarding information systems. Some examples include privacy laws and regulations. Cyber Security Analysts help ensure that systems within the organization comply with relevant laws and regulations while still maintaining operational efficiency.
The tools and technologies that are used to implement the concepts mentioned above include Firewalls, Intrusion Detection Systems, Encryption and others. As noted earlier, Cyber Security Analysts have both technical knowledge of these types of technology and knowledge of the way people behave.

Marginalization
Cybersecurity may influence several disparate social groups differently. The individuals who do not have ready access to technology or education regarding digital technology are likely at greater risk from cyber-attacks. A good example of this would be low-income communities that lack the means to obtain secure computers or keep their computer software current. Low-income communities may not have access to devices therefore become an easy target for cyber attackers as they are less prepared to defend against such attacks than are higher income communities.
Additionally, many marginalized groups are at greater risk for online harassment and identity theft. Surveillance technologies often disproportionately affect certain populations which raises questions concerning privacy and fairness. Diversity programs within the cybersecurity community and digital education programs are beginning to address the disparities and inequities found in the cybersecurity field. Greater representation in the field will allow for different perspectives and potential solutions to cybersecurity problems.
Career Connection to Society
Cyber security professionals play an important role in securing our countries’ critical infrastructure. The industry includes health care, banking and government.
Without professional cyber security assistance, this country's many systems will be open to potential disruptions. Disruptions can lead to loss of life, loss of jobs and potentially affect the economy.
In health care, cyber security is important for keeping all patient information safe. It allows hospitals and clinics to continue to function without interruption. In banking, cyber security is needed to prevent theft and keep all customer financial information safe. This contributes to maintaining public trust in digital technology and supports continued economic growth.
As part of the cyber security process, public policy plays a key role. Government agencies develop rules and regulations regarding how they will handle all forms of cyber threats. Many times, cyber security analysts are asked by policy makers to review new policies and provide input on how best to update current ones.


Scholarly Journal Articles

The results from the study show that attackers typically don’t try to find an exploited vulnerability (an opportunity for hacking) – they will take advantage of your personality traits. Specifically, most people have weak spots that relate to authority, time constraints, and being pressured by others; these are all forms of manipulation that make you give out your private information. 
Therefore, since this resource is extremely important to my paper — as it shows that while cybersecurity has a lot to do with computers and software — it has just as much to do with studying how humans act — I can support using a socio-technical approach to analyze and develop security measures.

Cybersecurity is not just based upon having good technology — it’s based upon both the quality of technology and how well employees know what not to do. When companies recognize how hackers use psychology and other social techniques — companies can develop more effective training and implement better systems to protect themselves.
In addition, the referenced study provides additional data to explain why social science-based studies and marginalized groups should be included within the scope of the paper. Education, awareness, and availability of resources — or lack thereof — are very influential in whether someone becomes successful at protecting themselves against cyber threats. Thus, providing educational opportunities, making cybersecurity accessible for all users, and creating user-centered solutions will help to provide equal protection for everyone who uses the internet.
A published study in the field of cybersecurity risk management defines a method for maintaining safe operation by continually evaluating all potential threats to systems and implementing protective measures based on identified vulnerabilities. Risk assessment is defined as a continual process used to assist organizations in prioritizing threats and maintaining secure systems over time.
This resource supports students’ development of connections to society about their career aspirations as well as illustrates application of key course concepts. Cybersecurity Analysts utilize risk management models to protect the most vulnerable systems in society (healthcare, financial, government) and by continually assessing/ managing those risks they provide assurance that necessary social services are stable and secure.
Conclusion 
In summary, the function of a Cybersecurity Analyst is crucial to our digital world. Cybersecurity Analysts are responsible for securing sensitive data; preventing cyber-attacks; and maintaining continuity of operation (i.e., keeping critical systems up-and-running). The application of Social Science concepts, particularly as they relate to understanding how humans behave, allows Cybersecurity Analysts to be even more successful at creating effective security plans.
While there are challenges facing this field (such as the need to address marginalization and provide equitable access to protections for all people), through the continued efforts of educators, developers, and policymakers, we are seeing more inclusive and secure environments emerge across the digital landscape.
Given that technology will continue to advance over time, it should come as no surprise that the number of Cybersecurity Analysts needed will also continue to grow. A Cybersecurity Analyst has not only excellent employment prospects available to him/her, but also an opportunity to make a positive contribution to society by providing protection to individuals, businesses, and critical infrastructure.
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