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Introduction/BLUF
The research identifies how specific employee personality characteristics (from the "Big Five" personality model) contribute to an employee's behavior in terms of complying with cybersecurity rules and engaging in safe cyber practices. Specifically, two personality characteristics — conscientiousness and agreeableness — are shown to be the best predictors of whether a person will follow company cybersecurity policy and practice safe cyber-hygiene. While conscientious and agreeable people were more compliant with corporate security guidelines, extraverted people and those who exhibit high levels of neuroticism had less of a correlation between their level of neuroticism/extraversion and their level of compliance Cybersecurity Behavior 

Relation/Connection to Social Science Principles
The study has a direct connection with social science principles because it examines human behavior, the variations of people (individual differences), motivation and how they play out in an actual organizational setting. It shows that common social science constructs (psychological traits) can impact decision-making and behaviors around security practices. This demonstrates social science's understanding that behavior is not simply determined by external guidelines and regulation, but also by internal psychological factors. Cybersecurity Behavior 


Research Question /Hypothesis/ Independent Variable/Dependent Variable
Research Question: What role do individual personality traits play in shaping employee attitudes and behavior toward organizational cybersecurity compliance? Cybersecurity Behavior 

Hypothesis: Individuals who have higher levels of conscientiousness and agreeable-ness will have greater self-reported levels of adherence to their organization's cybersecurity policy than those with lower levels of these two traits; similarly, individuals who have high levels of extraversion or neuroticism will report lower levels of adherence to their organization's cybersecurity policy than those with low levels of these two traits. Cybersecurity Behavior 

Independent Variable: Big Five personality trait categories (conscientiousness, agreeableness, extraversion, neuroticism, openness). Cybersecurity Behavior 

Dependent Variable: Employee self-report measures of compliance with organizational cybersecurity policy (both behaviors and attitudes). Cybersecurity Behavior 



Types of Research Methods used
The study used a quantitative approach based on survey research. Personality assessments were administered, as well as a self-report instrument that measured participants' compliance with their organization's cybersecurity policies and procedures. Due to its nature (i.e., examining the relationship between traits and compliance), the study had a correlational design. It did not manipulate any variables experimentally.

Types of Data Analysis used: The data collected from the survey instruments contained measures of personality traits, as well as the participants' self-reports of their compliance with their organizations' cybersecurity policies and procedures. To assess whether there were positive or negative correlations between the various traits and compliance, Pearson correlations were used to determine the strength and direction of the relationships between each trait and compliance. The statistical findings indicated that conscientiousness and agreeableness positively correlated with compliance. Cybersecurity Behavior 


Connections to other Course Concepts
"Also, this research is connected to a number of other significant areas of the course material:
Human factors in Cybersecurity -- how certain psychological characteristics of an individual relate to their behavior toward security.
Behavioral compliance theory -- when an individual's personal traits match up with behaviors that are considered safe, they will be more likely to comply with those guidelines.
Risk perception/decision-making -- how an individual's personality relates to how they perceive and respond to risk/security.
The above three are all represented by content from the course PowerPoints and show that in addition to technical solutions, social and psychological elements also play a role in Cybersecurity. Cybersecurity Behavior 



                                                                                                                           
Connections to the Concerns or contributions of Marginalized Groups


Although the article focuses on general employee behavior, there are some additional implications for marginalized groups. For instance, an employee who does not have the same opportunity to receive training or support may be more likely to possess traits (i.e., anxiety) that correlate with non-compliance with security best practice and less likely to receive assistance to improve their own behavior toward secure computer use. 
Understanding these different personalities may assist in developing more inclusive training programs and ensure that Cybersecurity education is accessible to individuals with a variety of cognitive and behavioral abilities. Cybersecurity Behavior 


Overall societal contributions of the study/Conclusion

This study also addresses a critical need in the field of cybersecurity by illustrating the importance of human factors related to technology. The study identifies certain personality traits associated with positive security behavior and helps organizations create training programs that focus on specific behaviors for their employees and help organizations design policies to increase compliance. It creates a bridge between psychology and cybersecurity and illustrates that secure systems require an understanding of the people using them. Cybersecurity Behavior 
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