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Cybercrime and Identity Theft: A Criminological Analysis Using Rational Choice Theory and Strain Theory
Identity theft remains one of the most pervasive types of cybercrimes and among those most harmful to individuals and institutions. Cybercrime has become one of the main criminal justice challenges of the twenty-first century. Among its many manifestations, including hacking, phishing, ransomware, and online fraud, it is identity theft that has particularly stood out. The crime involves offenders stealing sensitive personal information, including Social Security numbers, bank account details, passwords, or credit card numbers, in order to impersonate victims for financial gain. Over the past ten years, according to the Federal Trade Commission (2023), reports of identity theft have significantly increased due both to growing digital connectivity and increased criminal exploitation of online systems. This trend makes identity theft a big issue not just with regard to law enforcement but also with regard to policy makers, social institutions, financial organizations, and ordinary users.
The relevance of identity theft today is great because it has deep implications: victims often experience severe financial losses, damaged credit, emotional stress, and even long-term violations of privacy. In addition, identity theft undermines public confidence in digital systems generally, in financial institutions, and in modern technology. As society is getting more and more dependent on digital ways of communication and online transactions, the understanding of the causes of cybercrime is crucial for designing effective prevention and intervention strategies.
This paper applies two major criminological theories - Rational Choice Theory and Strain Theory - to analyze why people commit identity theft. According to Rational Choice Theory, offenders commit crimes after weighing risks and rewards and choose the option that appears most beneficial. Strain Theory suggests that people turn to criminal behavior while experiencing financial pressure, blocked opportunities, or other social strains that prevent them from achieving culturally valued goals. Both theories put forward valuable insights into the motivations behind cybercrime.
This paper will review identity theft as a pervasive crime problem, discuss how rational choice and strain theories explain its causes, present the strengths and weaknesses of both theories, and propose prevention and intervention strategies based on these two theoretical aspects.
Summary of the Theories
Rational choice theory says that crime is a product of a conscious choice in consideration of its potential benefits versus risks. A crime will be more likely to be committed when the opportunity presents itself as being easy, lucrative, and not highly risky. In the case of cybercrime, because of the anonymity of the internet, minimal physical danger, and high financial payoffs surrounding identity theft, this is an inviting opportunity for the motivated offender.
Strain Theory, conceptually provided by Robert Merton and later developed by Agnew, is based on the idea that individuals commit crimes due to large levels of stress or difficulties in achieving legitimate goals. Individuals may move to illegitimate means, such as cybercrime, to cope or escape from their strain when they cannot achieve financial stability or social mobility. Strain can arise because of unemployment, poverty, lack of education, or other social pressures.
Rational Choice Theory Applied to Identity Theft
Identity theft aligns closely with Rational Choice Theory. Offenders recognize that:
· Cybercrime can be committed remotely with little risk of detection.
· Technology allows them to automate attacks (phishing, data scraping, password cracking).
· The potential financial payoff is high.
· Many victims have weak digital security, making them easy targets.
· Legal consequences, though severe, are statistically unlikely due to low arrest rates.
From this perspective, identity thieves act rationally, optimizing outcomes by choosing a crime that is profitable and relatively safe compared to traditional crimes such as robbery or burglary.
Strain Theory Applied to Identity Theft
Strain Theory suggests that individuals experiencing economic hardship or blocked opportunities may turn to cybercrime as an alternative means of achieving financial goals. Examples include:
· Unemployment leading individuals to view cybercrime as a source of income.
· Limited access to education or career advancement creating frustration.
· Societal pressure to attain material success without corresponding legitimate opportunities.
· Personal crises (debt, medical bills, family responsibilities) intensifying strain.
In these cases, identity theft may become a coping mechanism or perceived solution to a lack of legitimate opportunities.
Causes of Identity Theft According to the Theories
Both theories explain identity theft but emphasize different causes:
	Theory
	Causes identified

	Rational Choice Theory
	Availability of targets, weak cybersecurity, high rewards, low risks, anonymity, ease of execution

	Strain Theory
	Poverty, economic hardship, unmet goals, blocked opportunities, frustration, social inequality



Together, these theories illustrate that identity theft is not merely a technological problem but also a social and economic one.
Strengths of Rational Choice Theory
· Effectively explains the calculated, strategic nature of cybercrime.
· Accounts for the technological environment where anonymity lowers deterrence.
· Helps design prevention policies focused on increasing risks and reducing rewards.

Weaknesses of Rational Choice Theory
· Does not explain why some individuals with identical opportunities choose not to commit cybercrime.
· Ignores emotional, psychological, or social pressures that may influence decision-making.
Strengths of Strain Theory
· Highlights socioeconomic inequality as a root cause of cybercrime.
· Explains cybercrime among offenders with limited legitimate opportunities.
· Connects individual motivations to broader structural problems.
Weaknesses of Strain Theory
· Cannot fully explain identity theft committed by affluent, skilled offenders who experience little financial strain.
· Overemphasizes economic stress while underestimating thrill-seeking, greed, or ideological motivations.
Overall, while both theories illuminate important aspects of cybercrime, neither fully explains identity theft on its own. A combination of rational choice and strain-based perspectives offers the most comprehensive understanding.
Conclusion
Identity theft is a form of crime that is developing rapidly and has a complex nature, thus, it needs the attention of criminologists and policymakers. From the perspectives of Rational Choice Theory and Strain Theory, offenders are influenced by the structural incentives of cybercrime - high reward, low risk - and social pressures that push individuals toward illegal coping strategies.
To effectively prevent identity theft, multiple strategies are necessary:
1. Strengthening Cybersecurity Infrastructure
· Mandatory multi-factor authentication
· Stronger encryption standards
· Public education on password management and phishing awareness
· Faster reporting systems for suspected identity theft
These interventions increase the perceived risks and reduce the opportunities central to Rational Choice Theory.
2. Addressing Socioeconomic Strain
· Expanding access to digital literacy programs
· Increasing employment and training opportunities in technology fields
· Providing financial assistance and social support services
These measures directly address strain-related causes by reducing financial pressure and expanding legitimate paths to success.
3. Community-Based and Preventative Approaches
· Community workshops on cyber hygiene
· School programs teaching online safety
· Collaboration between government, tech companies, and advocacy groups
By combining theoretical insight with practical interventions, policymakers can more effectively reduce the prevalence of identity theft and improve public safety.
To sum it all up, Rational Choice Theory and Strain Theory are both valuable in explaining identity theft, as they emphasize interactions between choices and general social conditions. The prevention of cybercrime needs interventions that raise the complexity of offending and that mitigate the strains making individuals want to commit such crimes. This must be done within an integrated framework for the creation of a safer digital world in these modern times of interconnectedness.
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