In the following attachments, here are examples of some fake websites. In the first picture
is an attempt to notify me on my expiring Sams Club membership. Some of the fake signs
are “from” line, the misspellings in the e-mail, the odd spacing between words, bad
grammar, and the urgency to make a “payment”. In the “UPS” e-mail, it is mostly the same
thing as the last e-mail. The fake UPS logo, the fake tracking number, the urgency to fix the
“issue”. Lastly, in the Facebook e-mail, the “from” has a fake Facebook trademark, the
grammatical error of the options of “report the user” and “yes, me”. The difference between
these “fake” websites and the real ones are as follows. Real websites will send an e-mail
from a “support/no reply e-mail”. They will contain your actual

Someone tried to log in To Your Account, User ID : janayd1
Facebook™ Thu, Sep 26 at 6:13PM ¥¥

notification@newluxurygood.com

A For your security we disabled all images and links in this email. If you believe it is safe to use, mark this message as not spam.
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I -This message was sent from a trusted sender. The Facebook Team

Facebook

Hi janayd1

A user just logged into your Facebook account from a new device iphone 13 pro max. We are sending you this email to verify it's really you

Report the user Yes, me

Thanks.
The Facebook Team

This message was sent lo jana om If you receive this message in your junk mail, mark it as ' nol spam " to click to confim or Report
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Your Account "Sams Club” Wil Be Removed Today ( Fri 04 Oct-2024 ),
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Payment attempt failure while renewing your subscription

for SamsClub

your SamsClub subscription has Exired Today !

Dear janayd1

We Failed To Renew Your SamsClub Membership .

INFORMATION about your account :

Customer ID: #anayd1

Email:

Statu: Pending confirmation
EXPIRED DATE Fri,04 Qct-2024

We tried renew your subscription at the end of each billing cycle , but your menthly payment
has failed . We therefore had to cancel your subscription . Obviously . we would love to see
you again . If you wish to renew your subscription click on the link below .

UPDATE MY PAYMENT
DETAILS

Note: IN CASE OF IGNORANCE , Your Services will Ee Complately Suspendad within 24 Hours Accorging To
the Terma Dafined In our Contracts

ups
From: admin@ymyn.oncerneys.com
To: 505irg @yahoo.com

For your security we disabled all images and links in this email. If you believe it is safe to use, mark this message as not spam.
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View this email in your browser

UP

DELIVERY OF THE SUSPENDED
PACKAGE

Dear [janayd1],

We are currently not able to deliver your package 82964586 from our warehouse to your
address. Due to missing information in cur system. Please resolve this issue within (5) working
days or we will have to sent the package back to the fabricant.

RESOLVE ISSUE

Package information:
Status: Stopped at fulfillment center {customs charges pending)

Have a nice dayl

- Express Service

This i an sutomated email from our customer help robot She can't read yet - so plesse don't answer her.

information about you, like the last 4 of an account number.



