1. Decrypt the lab4wpa2.cap file and perform a detailed traffic analysis
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display filte C

Time Source Destination Protocol Length
1 0.000000 Cisco_39:0a:a@ (f4:.. LiteonTechno_c8:c4:.. 802.11 16
2 -0.000001 Cisco_39:0a:a@ (f4:.. LiteonTechno_c8:c4:.. 802.11 16
.000000 Cisco_39:0a:a@ (f4:.. LiteonTechno_c8:c4:.. 802.11 28
.006144 LiteonTechno_c8:c4:.. 802. 10
.015382 Ciscolinksys_da:cf:.. Broadcast 802. 115
.020480 Cisco_39:0a:a@ (f4:.. LiteonTechno_c8:c4:.. 802. 16
.025600 Cisco_39:0a:a@ (f4 LiteonTechno_c8:c4:.. 802. 16
.040469 Ciscolinksys_da:cf Spanning-tree-( 802. 78
.040448 Cisco_39:0a:al LiteonTechno_c8: 802. 16
.040448 Cisco_39:0a: LiteonTechno_c8: 802. 16
.040449 Cisco_39:0a: LiteonTechno_c8: 802. 16
.047105 Cisco_39:0a: LiteonTechno_c8: 802. 16

INF @O~ EW
PO COOCOOOO

el

» Frame 1: 16 bytes on wire (128 bits), 16 bytes caf b4 60 04 12 68 a3 c
» IEEE 802.11 Request-to-send, Flags:
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No. Time Source Destination Protocol Length Info

[ 1285 9.768190 CiscolLinksys_7c:de:.. Apple_d3:93:65 EAPOL 133 Key (Message
1287 9.710241 Apple_d3:93:65 CiscolLinksys_7c:d@:.. EAPOL 155 Key (Message
1292 9.715358 CiscolLinksys_7c:d@:.. Apple_d3:93:65 EAPOL 195 Key (Message
1294 9.716899 Apple_d3:93:65 CiscolLinksys_7c:d@:.. EAPOL 133 Key (Message

Frame 1285: 133 bytes on wire (1864 bits), 133 byt
IEEE 802.11 QoS Data, Flags: .

Logical-Link Control

802.1X Authentication

Filtering eapol to see the four-way handshake, which is the weakest point of the wifi connection




s root@kali: ~/Desktop/VMsharefLab Resources (2023 Spring)/Lab Resources/Module 5
File Actions Edit View Help
~/../NMshare/Lab Resources (2023 Spring)/Lab Resources/Module

2 lab5wpa2-demo.cap
i

Encryption

WEP (19 IVs)

Unknown

Unknown

WPA (1 handshake)

Unknown
Access0ODU Unknown

Unknown
MonarchODU Unknown
eduroam Unknown

Index number of target network ? AI

Using aircrack common and choosing the WPA target

root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
File Actions Edit View Help

(option -w).

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module

loc: rockyou. txt.
Jfusr/share/wordlists/r

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module
cp /usr/share/wordlists/rockyou.txt.gz .

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module

.cap WPA2-P1-01.ca WPA2-P4-0
WPA2-P2 2

WPA2-P

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module

Locating the zipped rockyou file and copying it to the current directory
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Read @ packets.

No networks found,

Quitting aircrack-ng...

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module

lab5wpa2-demo.cap -w rockyou.txt
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root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
Actions Edit View Help

Time left: 2 days, 6 hours,
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~/../NMshare/Lab Resources (2023 Spring)/Lab Resources/Module

Unzipping the rockyou file, using aircrack command and choosing WPA; find the key: password
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~f../NMshare/Lab Resources (2023 Spring)/Lab Resources/Module

Source Destination Protocol Length

.000000 Apple_d3:93:65 Broadcast ARP 42

.033280 192.168.2.23 8.8.8.8

.227328 192.168.2.23 224.0.6.251 MDNS

.227328 192.168.2.23 192.168.2.1 uppP

.480768 15 ff02::1:ffd3:9365 ICMPV6 (Tt

.660032 fe80::a65e:60ff:fed.. ffe@2::fb MDNS Number

.842304 Apple_d3:93:65 Broadcast ARP Number

.883264 192.168.2.23 74.125.22.189 TCP Number
Number
N

CCNI
number

~/../NMshare/Lab Resources (2023 Spring)/Lab Resources/Module

Using the airdecap command with the passcode to decrypt packets; using Is command to
ensure the file is in the current directory; opening the decrypted wpa file.

With the traffic decrypted, we can see the communication between the packets

Wireshark - Protocol Hierarchy Statistics . labSwpa2-demo-dec.cap

Protocol “ Percent Packets Packets Percent Byte:
~ Frame 100.0 2228
~ Ethernet 100.0 2228
~ Internet Protocol Version 6 01
~ User Datagram Protocol 0.0
Multicast Domain Name System 0.0
Internet Control Message Protocol v6 01
~ Internet Protocol Version 4 Lzl
~ User Datagram Protocol 15
Network Time Protocol 0.0
Multicast Domain Name System 0.0
GQUIC (Google Quick UDP Internet Connections) 01
Domain Name System 1.0
Data 0.3
~ Transmission Control Protocol
Transport Layer Security
~ Hypertext Transfer Protocol
Portable Network Graphics
Data
Address Resolution Protocol

Most of the packets are ipv4 and tcp, which means most of the packets that are communicating
are using ipv4 ip addresses and ensuring the reliable transmission of packets using tcp.



