
 
 
 
 
 
 
 
 
 
 
 
 
 

India Henry 
CYSE301 - 32781 

Shideh Yavary Mehr 
21 April 2025 - 24 April 2025 

CYSE: Cybersecurity Techniques and Operations 
Assignment 5: Password & Wifi Cracking 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Task A: Linux Password Cracking 
1.​ Create two groups, one is cyse301, and the other is your MIDAS ID. Then display 

the corresponding group IDs. 

 



Cat /etc/group 
 

2.​ Create and assign three users to each group. Display related UID and GID 
information of each user. 



 
Making users 1-3 then adding them to the cyse301 group 



 
Making users 4-6 then adding them to ihenr002 group 



 
IDing all of the users, and ensuring they’re all in the right groups 
 

3.​ Choose three new passwords, from easy to hard, and assign them to the users 
you created. You need to show the password you selected in your report, and do 
not use real passwords. 



 



 
User1 password: 1234 
User2 password: apple567 
User3 password: d!scr33t! 
User4 password: beach 
User5 password: forget789 
User6 password: 0p3r@t!0n@l  
 

4.​ Export all three users’ password hashes into a file named “YourMIDAS-HASH’. 
Then launch a dictionary attack to crack the passwords. You must crack at least 
one password in order to complete the assignment. 



 
Tail -6 /etc/shadow to see new users 
Putting the last 6 user’s information into the ihenr002-HASH 



 
Checking that users are in the file 



 
Adding rockyou file and unzipping it 



 


