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CYSE: Cybersecurity Techniques and Operations
Assignment 5: Password & Wifi Cracking



Task A: Linux Password Cracking
1. Create two groups, one is cyse301, and the other is your MIDAS ID. Then display
the corresponding group IDs.
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Cat /etc/group

2. Create and assign three users to each group. Display related UID and GID
information of each user.
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cyse3fl:
ihenr@@

' userl cyse3fl

Adding user “userl' to group “cyse3fl’

to group “cyse3dl’

to group “cyse3fl’
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Making users 1-3 then adding them to the cyse301 group
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Making users 4-6 then adding them to ihenr002 group



L}

root@kali: ~

File Actions Edit View Help

userl

uid=1002(userl) gid=1004(userl) groups=1004(userl),1002(cyse30l)

userz

uid=1003(user2) gid=1005(user2) groups=1005(user2),10@2(cyse3@01)

user3
uid=1004(user3) gid=1006(user3) groups=1006(

users
uid=10@5(user4) gid=1007(users) groups=1007(users),1003(ihenr@n2)

users

uid=1006(user5) gid=1008(user5) groups=1008(user5),1003(ihenrea2 )

useri
uid=1007(user6) gid=1009(user6) groups=1009(pser6),10@3(ihenro@2)
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IDing all of the users, and ensuring they’re all in the right groups

Choose three new passwords, from easy to hard, and assign them to the users
you created. You need to show the password you selected in your report, and do
not use real passwords.
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users

uid=1006(users) gid=10@8(user5) groups=1008(users),1@ ihenro@2 )

1d user6
uid=10@7(user6) gid=1009(user6) groups=1009(users),1003(ihenrea?)

: userl
New password:
Retype new password:
passwd: password updated successfully

user?
ew password:
'pe new password:
wd: password updated

user3
New password:
Retype new password:
passwd: password updated successfully
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passwd: password updated successfully

userg
New password:
etype new password:
passwd: password updated successfully

users
assword:
new password:

users
New password:
Retype new password:
passwd: password updated successfully
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User1 password: 1234

User2 password: apple567
User3 password: d!scr33t!
User4 password: beach

User5 password: forget789
User6 password: Op3r@t!'On@I

Export all three users’ password hashes into a file named “YourMIDAS-HASH’.
Then launch a dictionary attack to crack the passwords. You must crack at least
one password in order to complete the assignment.
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-6 fetc/shadow
1B151RxCauvy . WEL4 /$GRZcBmQ/VZOkorKu2n69ch/DeME6pooSWsRmSe 7We

OT$1xRFxQ1FZ7PgiPV77tsZI1%. 9wWgp2 JEmeknhegipvGIM5ilwhA . ZDDe . T2VVSIbi
19999917 11
T$9t1BiVEK] . WT4Ghi37mED0$hNPrGNhC26als9ckoic/KxZus595Ipwr jES4GTINUS
99999 :7 1 ::
T$nDIHOP1Aj9LHADOEBK12691%A s0Td/D@xnUyViaR3D2ZmEFKExNoLsXTMnpI3s
Q999917 1
T$GcBdhwfcy
9999917 1::

4:@:99999:7 1::

-~

l -6 fetc/shadow >1henr@@2-HASH
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Tail -6 /etc/shadow to see new users
Putting the last 6 user’s information into the ihenr002-HASH
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u5era:$v$'9T$nDIH9Pihj9LHADOBk12591$AjSDTdID@xnvaiaEBDEmeKBxNuLSHTan135zEz
0C:2019 199909:7 :
9T$u:Edhw+ ¥YXP/GsryhHzGe. $e08e7DELQbeB jHEs PgWzr,/gWlbrsLOXfEVTgSKXAM

75ZhJdFSGIuD/$Y30dhaufKDFX3IczSzpomXPMKsIFTTIWSCnrzY80Y9

L

-6 Sfete/shadow >ihenr@@2-HASH

S

ihenr@@2-HASH
1:%v$jo0T$32 1E1 lﬁxtauvv.WBl#I$GRE{BmQIVE@kgrEuEnEQcEIDeMEEpQOSW5EmEE?We
A19 :99999 I:
5Ibi

1999997 11z
T$nDIH9PiAj9LHAOOBK12691$Ajs0Td/DAxnUYViaR3D2ZmXFKEXNoLSXTMnpI3s
1999997 1!

8T$GcBdhwfcYXP/GsrYhHzGe . $e08e7DELQbeB jHBSPgWzr/ gWlbrsLOXFEVFESKXAM
:09999:7 :::

9T$iRrfwBY56] GIu0/$Y30dhaufKDfX3gzSzpgmXPMKs3FTTIWSCnrzY80Y9
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Checking that users are in the file
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/usr/share/wordlists/rockyou.txt.gz
cp: missing destination file operand after '/fusr/share/wordlists/rockyou.txt.
gz "

Try 'cp —help®" for more information.
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Adding rockyou file and unzipping it
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input encoding:

ist=ro ihenre82-HASH
UTF-8
eric crypt( [?/6
gorithm [1l:descrypt 2:md5 J:sunmd5> 4:bcrypt 5:sha256crypt 6:
)} is @ for all loaded
gorithm specific i

Will rum thenMP threads

Press 'g' or Ctrl-C to abort, almost any other'key'for
beach ( 4)
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