
Task B: Windows Password Cracking 
 
Log on to Windows 7 VM and establish a reverse shell connection with the admin 
privilege to the target Windows 7 VM. Then, create a list of 3 users with different 
passwords. 

 
Creating 3 password protected users in windows 7 
User7 - hello 
User8 - world 
User9 - 1234 
Now, complete the following tasks in sequence. 

1.​ Display the password hashes by using the “hashdump” command in the 
meterpreter shell. 



 
Launching msfconsole; using multihandler exploit; setting payload; showing options for 
host and port 



 
Setting host to internal kali; setting port to 4444; running exploit to open meterpreter 

 
Running background on meterpreter; seeing sessions open; searching uac for a bypass 



 
Using bypass 9; show options 

 
Setting session to session 1; reopening options 



 



 
Running exploit; opening meterpreter; running hashdump 

2.​ Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux. 
Then run John the ripper for 10 minutes to crack the passwords. 



 
Creating a file titled ihenr002.WinHASH; copy and pasting the hashdump into the file 



 


