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Apply “DNS” as a dlsplay filter in Wireshark. How many packets are dlsplayed‘?

T-IHEMROOZ

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

AODA® B BREM @ « » n <« > B

Source

6.605922000 192.168.217.
.605949400
.611823100
.611829100
610203000
.610224800
.611640600
.611646800

RS RS ISV I S S ] O

80 bytr:'s on wire (648 bits),

e vi
Sent by us (4)

*any

Destination
192.168.217.

LJ L0 R M LD L RIS

Ethernet (1)

6

127 (00:15:5d:40:57:27)

PFW:t:n nl_IV'
» User Datagram Prot
» Domain Name System (query)
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| typed “DNS” in the filter
73 packets total; 8 Displayed

192.168.217.3, Dst:
53872, Dst Port: 53

Packets: 73 - Displayed: 8 (11.0%) - Dropped: 0 (0.0%)
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Profile: Default

Find a DNS query packet. What is the domain name this host is trying to resolve?
What is the source IP and port number, destination IP and port number? Please

express in the format IP:port.
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Time Source Destination Protocol Length Info

120.6605922000 192.168.217.3 192.168.217.2 DNS 80 Standard query ©6x1di17 A plugins.nessus.org

120.605949400 192.168.217. 192.168.217.2 DNS 80 Standard query 8x5634 AAAA plugins.nessus.org
.611823100 : 1 : 2 S Standard query response Bx1d17 Refused
.611829100 . X : s Standard query response ©x5634 Refused
.610203000 ? } 4 . - - Standard query ©@x1di7 A plugins.nessus.org
.610224800 - . : 2 Standard query ©0x5634 AAAA plugins.nessus.org
.611640600 : 5 : : Standard query response 0x1d17 Refused
.611646800 - 5 : £ Standard query response ©x5634 Refused
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Total Lenath: 64

® E Domain Name System: Protocol Packets: 73 - Displayed: 8 (11.0%) - Dropped: 0 (0.0%) | Profile: Default




Wireshark - Packet 53 - any

...0 DORE OPEE BEeEe = Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum:
[Header checks ! Unverified]
Source Address: 192.168.217.3
Destination Address: 192.168.217.2
» User Datagram Protocol, Src Port: 53872, Dst Port: 53
- Domain Name System (query)
Transaction ID: ©x5634
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No.: 53 - Time: 120.605949400 - Source: 192.7168.217.3 - ... 80 - Info: Standard query Ox5634 AAAA plugins.nessus.org
v Show packet bytes

% Close 2 Help

| chose the second packet after filtering the DNS packets
Domain Name: plugins.nessus.org

Source IP/Port: 192.168.217.3:53872

Destination IP/Port: 192.168.217.2:53

Find the corresponding DNS response to the query you selected at the previous
step, and what is the source IP and port number, destination IP and port number?
What is the message replied from the DNS server?
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Display filter > Cancel

Source Destination Protocol Length Info

192.168.217.3 192.168.217.2 Standard 0x1d17 A plugins.nessus.org
605949400 192.168.217.3 192.168.217.2 Standard 0x5634 AAAA plugins.nessus.org
611823100 192.168.217.2 192.168.217.3 Standard response 0x1d17 Refused

192.168.217. Standard response Bx5634 Refused
.610203000 192.168.217.3 192.168.217.2 Standard 0x1d17 A plugins.nessus.org
.610224800 192.168.217.3 192.168.217.2 Standard 0x5634 AAAA plugins.nessus.org
.611640600 192.168.217.2 192.168.217.3 Standard response 0x1d17 Refused
.611646800 192.168.217.2 192.168.217.3 Standard response 0x5634 Refused

2 to Liv
UDP (17)

® E  wireshark_anyM7BD12.pcapng Packets: 73 - Displayed: 8 (11.0%) - Dropped: 0 (0.0%) : Profile: Default




Wireshark - Packet 55 - any

P BEO. .... = Flags: @x@

...0 DEEO 00RO PREO = Fragment Offset: ©

Time to Live: 64

Protocol: UDP (17)

Header Checksum: @xcc68 [validation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.217.2

Destination Address: 192.168.217.3
v+ User Datagram Protocol, Src Port: 53, Dst Port:
~ Domain Name System (response)

Transaction ID:
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Ne.: 55 - Time: 120.6T1829100 - Source: 192.168.217.2 - ...ength: 56 - Info: Standard query response Ox5634 Refused
v Show packet bytes

% Close 2 Help

Source IP/Port: 192.168.217.2:53
Destination IP/Port: 192.168.217.3:53872
Message: Refused



