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Assignment 5: Password Cracking (Part A)

Task A: Linux Password Cracking (25 points)
1. Create two groups, one is cyse301s23, and the other is your ODU Midas ID (for example,

pjiang). Then display the corresponding group IDs.

atlons » Places ~ E) Termina:

2. Create and assign three users to each group. Display related UID and GID information of

each user.



root@CS2APenTest: -

3. Choose six new passwords, from easy to hard, and assign them to the users you created.

You need to show me the password you selected in your report, and DO NOT use your real-

world passwords.

Group: cyse301s23

USER:PASSWORD

Group: ejenk015

USER:PASSWORD

Larry : 12345

Dame : milwaukee

Moe : 3stooges!

Giannis : BucksIn6!

Curley : $t00g3$

Khris : IDLO#GA34SKM?22
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roat @CSIAPenTest: <

4. Export all six users’ password hashes into a file named “YourMIDAS-HASH” (for example,
pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack at least

one password in order to complete this assignment.
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root@CSZAPenTest: -

fully

shadow

nke1S - HASH
re

IMadeIT-EJENKE
exe

15614
169311
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directory

john ejenkOl5-HAS
Created directory /root
encoding: UTF-8
hashes with 6 different salts a512¢ } ) 512 1 AVX512BwW 8x])
count) is 5808 for all loaded hashes
threads
€ to ab l t any ather key f
(Larry)
(Dane)
B8:07 3.76% (ETA 2:39:32) 0.00410 1276§ / /5 manabe
Use the “--show"™ option t sple L of the cracked is reliably
Session aborted
- HASH show
Larry:1234 @
Dane:mil lwaukee

2 password hashes

cra
«1

Task B: Windows Password Cracking (25 points)

Log on to Windows 7 VM and create a list of 3 users with different passwords. Then you need to



establish a reverse shell connection with the admin privilege to the target Windows 7 VM.

Now, complete the following tasks:

User Password

CeeDee dallas

Dak DC4life

Micah CD88DP4MP11

Windcws T on Cot0] Ents

o Ty e
‘;‘)' HE « Uper Accounts and Famsly Safety » User Accounts » Manage Accounts

Choose the account you would like to change

| | Window 7
ﬂ Adeministiator
{ Privwerd pretected

Dak
Standard user
Pesyword protected

SR Guest
Guest account ic off

CeeDee
Sandard user
Passwerd protected

Micah
l Sanderd yser
§ Passwoed protected

LY
il

Additional things you can do
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root@CS2APenTest: -

Help
tions (windows/meterpreter/reverse
current Setting Requlired

Ve e thread

(an Interface may

wWildcard Target

Lhost 192.168

lport 1234

1. Display the password hashes by using the “hashdump” command in the meterpreter

shell.
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Adninistrator:5808:a2d3b435051404ecaa03043305 1464

" 3106C1e8d163€931073c59d70<089¢C0: : ;

BreakU:

1066 :aad3b435051404eeaa0d304350514049e6: 2084307 15035280557 1C
Ceedee: 1804 aad3b435b51484ceand3b435h5 148400
TBTcedial6cBd650b8CtaT78eB839CChA: 1

Dak

1063 : a2d3bA35b51404eenadIDA35b5 14000 1 dcdBA8CCaT2515cebT162¢H
Guest: 5801 :aad3b435b5140400aa030435051484¢e0
31d6cfefd16ae331b73c59d7e0c089c0: 1

sdd Breaky stel HomeGroupllsers: 1002:aad3b435b51404eeaad3b435b51404ee :

/fadd Breakl te cO9adi139f36296e444b23: 1 :

The comnand F
1685 :and3b435051404eeaad3be3sbo 1464ee: f816c0dB1eabab7bB239f52
Window 7:1004:3ad3b4350514040€3a030435051404ee
localgroup adninistrators Breakl /o EEEERTESIREEEE RS BREG AR Rp AT LT

Windows\ steni2snet
dd
net localgroup administrators Breaku /add
The command conpleted successful

File Edit View Search Terminal Help

# gedit ejenkals WinHASH
505140400 :31d6c Tl
dee;c20a43b7150352
la76cBds

ded8alcca’2s15cet

» (1 N & >

2. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux

(you need to replace the “your_midas” with your university MIDAS ID). Then run John the

Shuw des

ripper for 10 minutes to crack the passwords (You MUST crack at least one password in order to

complete this assignment.).



buffered

the curres

/s 41 /s bd294cbs.  bd297noy

» displ of th ack : g 4 reliably

3. Upload the password cracking tool, Cain and Abel, to the remote Windows 7 VM, and
install it via a remote desktop window. Then, implement BOTH brute force and dictionary
attacks to crack the passwords. (You MUST crack at least one password in order to complete

this assignment.).
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Task C: Extra credit: (10 points)

Search the proper format in John the Ripper to crack the following MD5 hashes (use the --

list=formats option to list all supported formats) . Show your steps and results.



1. 5f4dcc3b5aa765d61d8327deb882cf99
2. 63a9f0ea7bb98050796b649e85481845

| used gedit to save the hashes into extracredit.HASH1 and extracredit.HASH2 respectively.

root@CS2APenTest: -




Places v [ Terminal . Mrtacker €l - Frtpemsyl Worstatian o £S30° PEINS

root@CS2APenTest: -

format=Raw-MD3

format=Raw-MD3

Assignment 5: Wi-Fi Password Cracking (Part B)

Task A: 40 points

Follow the steps in the lab manual, and decrypt WEP and WPA/WPA?2 protected traffic.

Requirements:

» Decrypt the lab4wep.cap file (10 points) and perform a detailed traffic analysis (10 points)
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Fertme  Smmhm— Pttt e

root @CS2APenTest: ~ JCYSES0L/Modute V-Wireless Security

View

fepth

De

Labdwep.cap

packets

packers
mber o ypted WER pack
unber o upted NEP pack
mber of pack
mber of bad IP (WPA) packetls
mber of bi CHP (NPA) packets

.

File Edit ! Wireshark . Protocol Mierarchy Statistics - labdwep-dec.cap

4 0 Protoce * Percent Packets Packets  Percert B
1arme 100.0 142415
100.0 42415

+ Framm 1
Ethernet
Data (38

ox LAN sy

nain Name

9:00)

Tr san Controd Protece 13.€ 19342

Layer 0. 184

achet 0 12 0o
Hypertext Transter Protocol 09 129¢ 7.7
MIME Multipart Media Encapsutat) ( l 0o
Media Type 0.( :
Line-based text data u 0o
‘J IPEG File Interchange Format 0 ) 0.1
a1 .

Ject Notation C 1 0o
1

L Encoded

e Decrypt the lab4wpa2.cap file (10 points) and perform a detailed traffic analysis (10 points)
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root@CS2APenTest: - /CYSEIGL/ Module V-Wireless Secwity (- C RN -]

Terrownsl  Heltp

Time left

Master Key

EAPOL MMAL
sbdwpa2
nunber of
number of
nunber
munbe r

o

B Wireshal

File Edt View Go Capture Avalyze Statistics Telephory Wireless Tools Help

4 8 Wireshark : Protocol Mierarchy Statistics . labdwpal-dec.cap

; Protecol « Perrent Packets Packets Percent Bytes
ame 100.0 2228 100.0
= Ethernaet 100.0 228 68

torod Version 6 01 3 0.0

Y -« F

« Internet P

« User Datagram Prot 1.0 1 0.0

Multicast De tam 0.0 | 0l
ol ol vt 01 P 0.0
) | 97 2221 3.7
8 15 33 01

8 l“ R On 1.0 | (

B! t Domain Name System .0 i (
— - (Google Quick UDP Intermet Cor ) N | 2 0.3
- Damasin Name Systernr 1 <
» Frane 1 Data ).3 y 03
Ethernet * Transmission Contral P 2 82 8246
. c7 g

Address | Secure Sockets




Task B: 60 points
Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table

below and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID.

- Places +  [&) Terminas

root [PCS2APenTest: -

Edt View Search Terminal Help

WPA2-P5-01.cap

Then complete the following steps:

1. Implement a dictionary attack and find the password. - 30 points
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root@CS2APenTest: - /CYSE201/Module V-Wireless Security

File Edit View Search Terminal Help

Alrcrack-r
(00:00:
Time left: 45 minutes, 47 seconds

KEY FOUND!

Master Key

Transient Key

EAPOL HMAC

2. Decrypt the encrypted traffic and write a detailed summary to describe what you have

explored from this encrypted traffic file. -30 points
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root@CS2APenTest: ~/CYSE301/Module V-Wireless Security

File Edit Vie Search Terminal Help
ng -p me
e
number of statio
number of p
number of WEP data
number of WPA data
Number of plaintext data
Number of decrypted WEP
Numb of corrupted WEP
Numb of decrypted WPA
Number of bad TKIP (WPA)
Number of bad CCMP (WPA)
#
rockyou.txt WPA2-P5-8l.cap WPA2-
# wiresh WPA2-P5-

aces v B Wireshat Aetacker Kal: - Bternal Workstaon on €SI CIEAINMS — » SO~
‘ Wireshark - Protocol Hierarchy Statistics - WPA2.P5-01-dec.cap e ® O
Protocol * Percent Packets Packets Percent Bytes
* Frame 100.0 1668 100.0
* Ethemet 100.0 1668 38
* |Internet Protocol Version 6 0.2 4 Epression..
| Internet Control Message Protocol vb 0.2 4
* Internet Protocol Version 4 9.4
* User Datagram Protoco 555
Domain Name Sys 01 2
security Association and Key Management Protocol 0.1 1
C (Google Quick UDP internet Connections) 419 659
1ain Name System 2.3 39
1.0 183 135
01 2 0.1
Transmission Control col 438 731 287
< X1 01 1
Ma med Packst 01 1
Secure Sockets Layer 29 48
MSN Messenger Service 19 31
Hypertext Transfer Protocol 1.6 26 F
| Data 0.1 2 0.0
| Internet Control Message Protocol 01 1 041
' Address Resolution Protocol 04 6 0.0




So, it appears someone was connecting to the internet. Then them seem to have gone to
google. The presence of TCP and HTTP tells us there was communication between computer
systems over a network, and possible through the Microsoft Messenger since those packets are

present.



