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Step 1- | set up a kali linux vm and opened a terminal window.
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Applicati... Places B Terminal Oct 11 17:39

cameron@kali: ~



Step 2- Adding users: userl, user2, user3, user4, userb, user6.
Applicati..  Places & Terminal Oct 11 18:04

cameron@kali: ~

~$ 1s

:~$ pud
/home/cameron
:~% sudo useradd userl

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for cameron:

Applicati..  Places & Terminal Oct 11 18:06

cameron@kali: ~

~$ 1s

i~$ pud
/home/cameron
Firefox ESR :~$ sudo useradd useri

We trust you have received the usual lecture from the local System
Admipnistrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for cameron:
:~% sudo useradd user2

$

$ sudo useradd user3

$ sudo useradd users

$ sudo useradd users
~$ sudo useradd useré
~$




Step 3- | wrote down passwords for the users.

Userl — circle
User2 —circle123
User3 - apple!
Userd — banana567
User5 — squareS
User6 — straw159!

Step 4- | assigned the passwords from step 3 to users from step 2.

Applicati... Places &3 Terminal Oct 11 18:06

cameron@kali: ~

:~$ 1s

:~%$ pwd
/home/cameron
:~$ sudo useradd useril

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) with great power comes great responsibility.

[sudo] password for cameron:

:~%$ sudo useradd user2
sudo useradd user3
sudo useradd user4
sudo useradd userS
sudo useradd useré
sudo passwd useril

burpsuite

New password:

Retype new password:

passwd: password updated successfully
~$

i = § cameron@kali: ~

New password:

Retype new password:

passwd: password updated successfully
1~% sudo passwd userz

New password:

Retype new password:

passwd: password updated successfully
1~% sudo passwd user3

New password:

Retype new password:

passwd: password updated successfully
1~% sudo passwd users

New password:

Retype new password:

passwd: password updated successfully
1~% sudo passwd users

New password:

Retype new password:

passwd: password updated successfully
:~% sudo passwd useré

New password:

Retype new password:

passwd: password updated successfully




Step 5- | encrypted the passwords and then cracked them using John
the Ripper.

Applicati...  Places & Terminal Oct11 18:45

 +1 cameron@kali: ~

passwd: password updated successfully
:~$ sudo passwd user3

New password:

Retype new password:

passwd: password updated successfully
:~$ sudo passwd useré

New password:

Retype new password:

passwd: password updated successfully
:~$ sudo passwd user5

New password:

Retype new password:

passwd: password updated successfully
:~$ sudo passwd user6

New password:

Retype new password:

passwd: password updated successfully

sudo unshadow /etc/passwd /etc/shadow > mypasswd

[sudo] password for cameron:

Created directory: /root/.john
- 'L 5

mypasswd

Applicati... Places B Terminal Oct 11 18:51

cameron@kali: ~

mypasswd

Created directory:
John the Ripper 1.9 inu: nu 64-bit x86_64 AVX2 AcC]
Copyright (c) 1996-2019 by Solar Designer and others

Homepage: http://www.openwall.com/john/

Usage: john [OPTIONS] [PASSWORD-FILES]

--singlel=secTTon,..]] "single cra mode, using default or named rules

--single=:rulel[,..] same, using "immediate” rule(s)

--wordlist[=FILE] --stdin wordlist mode, read words from FILE or stdin

-—-pipe like --stdin, but bulk reads, and allows rules

--loopback[=FILE] like --wordlist, but extract words from a .pot file

-—dupe-suppression suppress all dupes in wordlist (and force preload)

--prince[=FILE] PRINCE mode, read words from FILE

-—encoding=NAME input encoding (eg. UTF-8, ISO-8859-1). See also
doc/ENCODINGS and --list=hidden-options.

--rules[=sectIon[,..]] enable word mangling rules (for wordlist or PRINCE
modes), usi default or named rules

--rule rulel;..]1] same, usin mmediate” rule(s)

--rules-stack=SECTION[,..] stacked rules, applied after regular rules or to
modes that otherwise don't support rules

--rules-stack=:rulel;..] same, using "immediate” rule(s)

In this picture | saw what John could do.



Applicati... Places B8 Terminal Oct 11l 19:26

i+4 cameron@kali: ~

(olord %*:120:1 colord colour management daemon,,,:/var/lib/colord:/usr/sbin/no

Files Lue 30: 1:/var/1lib/geoclue: /usr/sbin/nologin

:Simple Desktop Display Manag var/lib/sddm: /bin/false
Light Display Manager:/var/lib/lightdm:/bin/false
king-phisher:#: 11421 :/var/1lib/king-phisher:/usr/sbin/nologin
Debian-gdm:* & Gnome Display Manager:/var/lib/gd bin/false
cameron: $6$EKUZBleI1n8tHFn$2quEqunqupEerLLthInplxuzhtGWXLUZ 0ZeP> g
dWDLAvVMYioalgNrCpQI3F2skFTT4ye@W. : 1 1000:Cameron Stegura,,,:/home/cameron:/b
in/bash
systemd-coredum, H systemd Core Dumper fusr/sbin/nologin
userl:$6$De9PADTigWUwQra9%ou3@zbte//krouZP2GDZ1. g6vL/6xbxNSujRmoif dDITETX
I1.0Q01.tMnErPRWaNp.syQNuGpkQeCRm@:10@1:1001::/home/userl:/bin/sh
user?:$6$LNFilMMNTyJUr5ZF$ujT3ZQsa09 jAS Kzoszldh/Wthq ugPBB2SVCpXFSG2q0gqiCSGKNY
CLYPUIGilS3/r/rNRBmvuSSNAcvOdazl:1802:1002: : /home/user2:/bin/sh
6%$9kbAv]1g2ip4RnESC$0t2TgfO I\‘{qHS?wpuN?ﬁaFW. EMgeS4Az4BTDVHS JHLYK7VUIUULCF6
! ) P03 : :/home/user3:/bin/sh
6%2/nAWy dhb7ciF$AkYiGSC3t1EKEHXCLEQOUjT8MeLVRtbg . /8etnlgTkvaOL94789AJAb
zidwUChWmVjK@eNX1109VHRA/ : 1004 :1 ::/home/users:/bin/sh
6$L3BVdpl3BQegVpmD$ !
YsaXS7FczY54HxsWgl PDS6s/3RmiQgl: 1¢ =
user6:$6$6dZV32Nnvjz jHigu$nBi ZEMgz vDEjHSRInEKENKRGjZG(vND
w./C68.WxqBudISbv6ZBeRPInmwyS/r.:1006:1006: : /home/user6: /bin/sh

cd /usr/share/wordlists/
5 hare/wordlists$ 1s

:/usr/share/wordlists$ sudo gunzip rockyou.txt.gz
[sudo] password for cameron:
har dlists$ 1s
rockyou. txt

hare/wordli

| was un2|pp|ng the rockyou.txt file.

,usr,share,wordllsts,
'shar rdlists$ 1s

dlists$ sudo gunzip rockyou.txt.gz

[sudo] password for cameron:
/ dlists$ 1s

rockyou. txt

$ cp rockyou.txt ~

mypasswd

rockyou. txt

This picture | was copying the rockyou.txt file into the home directory.



ists$ 1s

rockyou. txt

$ cp rockyou.txt ~
s$ cd

mypasswd
rockyou. txt
:~$ less mypasswd
:~$ sudo john --wordlist=rockyou.txt mypasswdl

This picture shows the command to crack the passwords.
Applicati...  Places B Terminal Oct 11 20:34

cameron@kali: ~

wordlists$ sudo gunzip rockyou.t
cameron:
yrdlists$ 1s
rockyou. txt

dlists$ cp rockyou.txt ~
dlists$ cd

mypasswd
Text Editor rockyou. txt

:~$ less mypasswd
:~$ sudo john --wordlist=rockyou.txt mypasswd
[sudo] password for cameron:
Using default input encoding: UTF-8
Loaded 7 password hashes with 7 different salts (shaSi12crypt, crypt(3) $6% [SHAS
12 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes

Press 'q' or Ctrl-C to abort, almost any other key for status
circle (user1)

[C'
apple!

| am about to end the process in this picture.



Step 6- THE RESULTS - it was only able to crack the password for userl
(the password is circle) and user3 (the password is apple!).

Applicati...  Places B Terminal Oct 11 20:36

cameron@kali: ~

ordlists$ cp rockyou.txt ~
dlists$ cd

mypasswd
rockyou. txt
:~$ less mypasswd

Terminal :~$ sudo john --wordlist=rockyou.txt mypasswd

Louuwy password for cameron:
Using default input encoding: UTF-8
Loaded 7 password hashes with 7 different salts (sha512crypt, crypt(3) $6% [SHAS

12 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Press 'q' or Ctrl-C to abort, almost any other key for status
circle (user1)
(cameron)
apple! (user3)

0.006704g/s 339.8p/s 1675c/s 1675C/s Muhamma

Use the "--show" option to display all of the cracked passwords reliably
Session aborted

:~$




