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Relation to the principles of the Social Science

This study examines how simulations can improve decision-making in economic cybersecurity.
It connects to social sciences by analyzing human behavior, risk assessment, and decision-
making processes. The research takes an interdisciplinary approach by integrating concepts
from economics, psychology, and technology to enhance understanding of cybersecurity risks
(Kianpour & Franke, 2025).

Research Questions and Hypotheses

The study primarily asks how simulations can improve knowledge about cybersecurity risks and
decision-making. It also investigates the reliability of these simulations and their effectiveness in
addressing the lack of real-world cybersecurity data (Kianpour & Franke, 2025).

Research Methods

They are different ways to study cybersecurity from a social science perspective, including
surveys, experiments, and archival research. The article uses simulations as a method to
generate data and analyze decision-making under risk and uncertainty (Kianpour & Franke,
2025). The study acknowledges the challenges of obtaining real-world cybersecurity data,
similar to the limitations of surveys and archival research. They apply verification and validation
techniques, such as sensitivity analysis, to assess the accuracy and reliability of their models.
These simulations help analyze different cybersecurity strategies and their effectiveness in real-
world scenarios (Kianpour & Franke, 2025).

Data and Analysis

Since high-quality cybersecurity data is scarce, the study relies on simulated data instead of
real-world datasets. The researchers use decision-theoretic models to explore different risk
scenarios. Sensitivity analysis is also applied to test the stability of the models and ensure their
logical consistency (Kianpour & Franke, 2025).

Connection to Social Sciences

Social Science experiments often study how individuals respond to security threats, such as
phishing attacks or two-factor authentication. Similarly, the article applies decision theory to
examine how simulations can help organizations understand cybersecurity risks and make
better choices This study connects to economic theories, such as Knight's distinction between
risk and uncertainty, and considers how psychological and organizational factors influence
cybersecurity strategies (Kianpour & Franke, 2025).

Impact on Marginalized Groups

Underrepresented groups often face barriers in accessing cybersecurity careers and
protections. The study highlights that marginalized groups often face greater cybersecurity risks
due to fewer resources and weaker security systems. It emphasizes the importance of inclusive
cybersecurity models that consider diverse perspectives to prevent disproportionate
disadvantages (Kianpour & Franke, 2025).
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Contributions to Society

By improving cybersecurity simulations, this research helps policymakers, businesses, and
security professionals make more informed decisions. The study stresses the importance of
transparency, documentation, and interdisciplinary collaboration to enhance the accuracy and
usefulness of simulation models. These improvements can lead to stronger cybersecurity
strategies that benefit society as a whole (Kianpour & Franke, 2025).

Conclusion

This study provides valuable insights into the use of simulations in economic cybersecurity
decision-making. It demonstrates how simulations can address the lack of real-world data and
improve risk assessment. Additionally, the research highlights the need for inclusive
cybersecurity policies that consider the challenges faced by marginalized groups. Overall, this
study contributes to better decision-making processes in cybersecurity and helps shape more
effective security strategies.
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