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Task A 

 

Explanation: I started by activating Windows xp as per Module 3 intructions 



 

Explanation: The nmap scan confirmed that the target at 192.168.10.14 is running Windows XP 

with SMB service (port 445) open, making it vulnerable to MS08-067. 

 

 



The exploit module was configured with the correct target IP, Kali IP as LHOST, and listening 

port 5525 as required. The exploit succeeded and opened a Meterpreter session with SYSTEM 

privileges. 

All required post-exploitation commands (screenshot, sysinfo, getuid, getpid, date/time) were 

successfully executed on the Windows XP target. 

Task B 

 

The nmap scan confirmed that the target at 192.168.10.19 is running Windows XP with SMB 

service (port 445) open, making it vulnerable to MS08-067. 

 



 

Explanation: The exploit module was configured with RHOSTS 192.168.10.20, LHOST (Kali 

IP), and LPORT 5525. The exploit completed successfully. 

Task C 

 

The payload was named cbass007.exe (my MIDAS ID) and used listening port 5525 as required 

 

 



The file was downloaded from Kali and executed on Windows 7 (192.168.10.9), successfully 

establishing a reverse Meterpreter shell. 

 


