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The Social
Impact Of
Cvybercrime



What is Cybercrime?

Crime using computers
or networks

Computer = tool OR
target

Examples: phishing,
hacking, cyberbullying
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. Financial loss

. Emotional stress

- Loss of privacy

- Fear of technology

Impact On Victims

FINANCIAL LOSS

Victims may lose money
through fraud, scams,
unauthorized transactions,
or data theft.
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EMOTIONAL DISTRESS
Feelings of anger, fear,
frustration, helplessness,
and anxiety are common
among victims.
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IMPACT ON
VICTIMS

LOSS OF PRIVACY
Personal information or
private data may be
exposed, leading to a
violation of privacy.
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REPUTATIONAL DAMAGE
Victims may experience
damage to their personal

or professional reputation.
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MENTAL HEALTH ISSUES

| Can lead to depression, stress,
PTSD, and long-term
psychological effects.

IMPACT ON RELATIONSHIPS

Cybercrime, such as online
romance scams, can lead to
betrayal, loss of trust, and
relationship breakdowns.

PRODUCTIVITY LOSS

Victims may face time loss,
distraction, and reduced
productivity due to the
incident.

PHYSICAL HEALTH PROBLEMS
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physical symptoms like

headaches and fatigue.

LOSS OF CONFIDENCE

Victims may lose trust in digital platforms,
online services, and even become fearful of
N using the internet.
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Payment will be raised on
5/15/17 162502

Time Left

82:23:5%:49

Your flles will be lost on
5N9NT 162502

Time Left

0G:23:5%:49

Ooops, your files have been encrypted!

What Happened to My Computer?

Your imporntant files are encrypted

Many of your documents. phatos, videos, databases and other
files are no longer acceseible because they have beet
Maybe you are buty looking for a way 10 rec
do not waste your
our decryption service.

noypled.
er your fiies, but
Nobady can recover your files without

Can | Recover My Flles?
Sure. We guarantee thal you can rec

er all your files safely and
caity. Bul you hane not so enou h time.

You can decrypt some of you fi
<Deaypt>.
But il you want 10 decryp!

& for {1ee. Try now by clicking
all your fites, you need (o pay.

How Do | Pay?

Paymentis accepted in Bitcoin only. For more information,
click <About bitco! 5
please check the current price of Bitcoin and buy some bitcoins.
For more information. click <How 10 buy bitcowns>

5 . Send 5200 worth of bitcoin 1o this address:
. bitcoin
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-ase Study

- WannaCry ransomware
attack
- Affected 150+ countries

Hospitals & businesses
impacted

Data locked for ransom







wirhg Human Factor in Cybercrime

@“ — * Human behavior = biggest weakness
(ﬁ;\ @ = * Hackers trick people, not just systems
B vnnn | RO\ e * Use fear, trust, and urgency
= = -~ * Not knowing enough = more risk
* Being online more = more exposure
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nd the Future of Cybercrime |:

L ‘N . Al automates attacks
! (- - Smarter phishing emails
»’ Deepfakes & identity fraud
- Faster password cracking
DA - Harder to detect




Crime Type Loss Crime Type Loss
Investment $632,041,188 Extortion $2,940,642
BEC $30,256,592 Real Estate $2,699,085

Tech/Customer Support $19,457,078 Credit Card/Check Fraud $1,836,105

2 / Confidence/Romance $19,041,653 . Identity Theft $1,643,308
) e Personal Data Breach ,76 Advanced Fee
Employment 512;550,1 85 Harassment/Stalking $1,445,378
. Other . $11,750,591 - Malware . $1,248,199
" Phishing/Spoofing . $10,283,732 [] Botnet . $697,226
i N 'c'::::g:g:fht and $10,103,789  Charity $531,455
o . Government

. $7,061,628 SIM Swap
Impersonation

Lottery/S takes/
ortaryiSwieapstakas $4,486,965  Threats of Violence $9,576
Inheritance

Data Breach $4,319,380 Overpayment $4,719

Non-Payment/
Non-Delivery

Crimes Against Children

$3,726,777 Ransomware $0

Cryptocurrency

Please see Appendix B and C for additional information related to IC3 complaint data, crime types, and descriptors.




- _Who is Most Vulnerable?

- Teens — cyberbullying & social pressure

Adults — financial scams & identity theft
Older adults — most targeted for fraud
All groups face emotional and financial

harm
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STRONG
PASSWORDS

BEWARE OF
PHISHING

PROTECT
YOUR INFO

STAY
AWARE

SAFE ONLINE
HABITS

Prevention Strategies

« Use strong passwords + MFA
« Don't click suspicious links

« Don't share personal info

- Stay aware of scams

* Practice safe online habits




— Conclusion
e

Cybercrime affects individuals & society

Human behavior plays a key role

Al increases risks

Awareness = protection o3ty
| KEEP
CALM

—— AND —

L STAY SAFE

4 CYBERCRIM

—— AWARE TODAY. SECURE TOMORROW, ——
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