Homework 12

1. For ABC. Inc., through an example scenario, show how IA, privacy, and
individual ethics do not contradict each other.

A- Inthis scenario, lets say that |A is attempting to build the trust with
implementing the proper channels. Improving the integrity, confidentiality, and
availability building a better bond between the consumers and the users. |
believe although it does make it easier to detect and eliminate certain risk
without the roadblocks that privacy might implement. | believe introducing an
opt-in function to give the ability to achieve this would be great allowing the
consumer to have some control. Then including an opt-out function as well that
is always available, | believe works in the ethics as it allowing the consumer to
pull out whenever they are uncomfortable and the corporation can respect that
since they made it optional. Now you have IA protecting the consumers while
also protecting the consumers data whether or not they optin or not goes to
what degree of privacy/protection they are allotted and ethically giving them the
freedom to decide whether or not they want to be fully involved or not.

2. For ABC. Inc., through an example scenario, show how IA, privacy, and
individual ethics do contradict each other.

A- Connecting it to the prior question if IA were to ignoring the privacy aspect and
monitoring and securing a system to its fullest capability. Locking down what needs
to be shut down and looking into what needs to be looked at; but to do that they may
not ask for consent and do as they please not only breaching privacy but also
ignoring the ethics of it all as morally it is wrong to subside a persons concerns even
though you believe you are doing the right thing. Having to compromise an
individuals privacy can vary from person to person and not even giving them an
option to decide for themselves makes its more of a dictatorship and forcing ideals
onto someone else instead of free will.

3. Suppose a hew employee of ABC Inc., not knowing the privacy rules, reveals
the purchase information of a customer to another party, without prior consent
of the purchaser, who will be held responsible?

A- The organization in this case ABC Inc. would be liable as the employee
represents the company and were responsible for employing and training of the
employees. It is just like when we are kids eating out with your family you are
representing your family and are supposed to behave. If you are to act out your
parents are liable as they are the adults in the situation.



4. Do you think ABC Inc. is prone to information warfare by other countries? If

so, what could be one possible scenario of its involvement?

A- Yes, as one possible scenario could be if ABC Inc. were to develop a new
advanced software and another country wanted to compete with them by
developing they’re own software. They could try and obtain ABC Inc. and take
advantage software as a baseline to produce or even improve they’re own model
using ABC’s blueprint.

5. State two possible codes of ethics that ABC Inc. should enforce/prescribe
for its employees.

A- Maintain privacy and confidentiality of information obtained in accordance with
their activities unless disclosure is required by legal authorities.

- Inform the appropriate parties of the results of the work performed revealing all
the facts known to them.



